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1 About this document

This documentation provides a guide for the different user cases on how each type of user can access
the European Rare Disease Registry Infrastructure (ERDRI) and in particular its tools.

https://eu-rd-platform.jrc.ec.europa.eu/erdri-description

2 Aim of the system

The European Rare Disease Registry Infrastructure (ERDRI) is part of the EU RD the Platform. Through ERDRI
RD patient data will become searchable and findable largely thanks to the informatics tools it provides.
ERDRI's three main components are:
¢ European Directory of Registries (ERDRI.dor): ERDRIl.dor provides an overview of the ERDRI
participating registries with their main characteristics and description.
¢ Central Metadata Repository (ERDRI.mdr): ERDRI.mdr ensures semantic interoperability between RD
registries. It has the task to store all definitions of used data elements (metadata) of the participating
registries. Metadata describe the meaning of structured data elements.
¢ Pseudonymisation Tool: The Pseudonymisation tool is provided to all ERDRI participating registries

In this document access instructions to these components for each user case are provided.

3 User access and functions

Users can access different parts of ERDRI within the EU RD Platform according to the workflow outlined
in Figure 1.
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ERDRI - User Cases workflow

UNIDENTIFIED USER READER/USER

USER INSERTING DATA

= User accesses ERDRI.dor

and ERDRL.mdr {with __,, Authentication through Authentication through
restriction on registries EU login EU login
details) .
¢ Sa
-
. » User accesses to ERDRI.dor = Userfills verification form
: l.lse_rwgshesto_ - full and ERDRL.mdr (with full * Userreceives confirmation e-
registries details in istries detaile —> mail
ERDRI.dor and ERDRLmdr registries details) -
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YES ) ) l
G leerimieln [Eenin = Authorisation by ERDRI

into ERDRI.dor/ERDRI.mdr managers

= Confirmation email and link to
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m * New context is mapped to the
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Figure 1. ERDRI user case workflow
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Figure 2 shows the main access page is shown through which ERDRI can be accessed.

European Platform on Rare Disease Registration
(EU RD Platform)

Aim of the Platform

The EU RD Platform copes with the fragmentation of rare disease patients data contained in hundreds of registries across Europe.

The objectives of the EU RD Platform >

Searchable, findable rare disease registry data

- ;
European Rare Disease European standards Trainings,
Registry Infrastructure for data collection Resources
(ERDRI) and data sharing and Latest news

Data repository

eurd

Surveillance
of Congenital Anomalies
in Europe

Figure 2. Accessing ERDRI through the main EU RD Platform page

The Terms of Use should be accepted by each user according to the screen below (Figure 3).
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European Commission » EU Science Hub * European Platform on Rare Disease Registration » ERDRI terms conditions

ERDRI terms and conditions

BY USING THE EU RD PLATFORM, YOU ("THE USER") AGREE TO
BE BOUND TO THESE TERMS AND CONDITIONS. IF YOU DO NOT
AGREE TO ANY OF THE TERMS OR CONDITIONS PROVIDED
HEREIN, PLEASE DO NOT USE THIS WEBSITE OR ANY
INFORMATION OR TOOLS HEREIN

| accept the terms of use

Access to limited information (read-only) /

| accept the privacy statement

Figure 3. ERDRI Terms and Conditions screen

3.1. Unidentified Users

According to this workflow unidentified users are able to consult those parts of the EU RD Platform that
do not require authentication or verification. This means that they have access to the ERDRI.dor registry
list of all registries or search results in ERDRI.dor but with limited information about each registry. This
information is accessible by clicking on the "Browse anonymously" button as indicated in Figure 3. Users
wishing to consult full details of these registries can do so by becoming "authenticated users" (Section
3.2. of this document).

3.2. Authenticated Users

A user wishing to consult ERDRI.dor for the list of registries and full description of these registries or a
single registry and ERDRI.mdr for browsing the existing registry metadata (reader/user) and ERDRI.mdr
collection of meta data from the participating registries.

To become an authenticated user you need to have an EU login account. You will be asked to enter your
EU login credentials as indicated in Figure 4.
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Sign in to continue

Welcome back
N -

(European Commissiion)

Sign in with a different e-mail address?

Password

r word?

Choose your verification method

Passwaord

. .

Figure 4. Entering credentials (EU-login)

In case you do not possess already an EU-login you can create one by accessing the "About EU-login"
page on the bottom of the same page (Figure 5).
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I
Lost your password?

Choosze your verification method

Password

oo
A

Easy, fast and secure: download the EU Login app

& Appsiore [l P> GooglePlay

About EU Login kies tement Contact Help

EU Login 0 ‘ English (en)

One account, many EU services
Create an account Login

| g Introduction to EU Login.

Cookies

EU Login is the European Commission's user authentication service. It allows authorised users to access a wide range of
Commission web services, using a single email address and password.

Privacy Statement

Help

Figure 5. EU login information and creation page
3.3. Verified Users

Verified Users are those contributing with information about their registries in one or more modules of
ERDRI. They are able to insert registry information in ERDRI.dor and/or report or edit the data schemes
(metadata) of their registry (ies) in ERDRl.mdr or are using the pseudonymisation tool SPIDER. For
instructions on how to use the ERDRI components please consult the ERDRI.dor, ERDRl.mdr and
ERDRI.spider User Documentation.

Furthermore, access to the pseudonymisation tool is granted only to authorized and verified users
whose registries have already completed their entries in ERDRI.dor (descriptive data) and ERDRI.mdr
(metadata). More than one verified user request access to the pseudonymisation tool per registry.

European Commission - JRC - 1-21027 Ispra (VA), ltaly 8
Health and Food — Disease Prevention https://ec.europa.eu/jrc/en



https://ec.europa.eu/jrc/en
https://eu-rd-platform.jrc.ec.europa.eu/system/files/public/erdri-manuals/ERDRIdor%20User%20documentation.pdf
https://eu-rd-platform.jrc.ec.europa.eu/system/files/public/erdri-manuals/ERDRI.mdr%20User%20Guide.pdf
https://eu-rd-platform.jrc.ec.europa.eu/spider/docs/ERDRI.spider%20User%20Guide.pdf

EUROPEAN COMMISSION
JOINT RESEARCH CENTRE

Directorate F - Health and Food
F.1 Disease Prevention

Table 1 shows the different roles Verified users can have for each ERDRI module

ERDRI module

Types of users and actions allowed

ERDRI.dor

e “Owner” enters descriptive data in ERDRI.dor. The “owner” is the first verified user who
enters the registry’s descriptive data in ERDRIL.dor and updates this information
regularly. This person can be changed by the ERDRI administrators (with communication
from the current registry “owner” to the ERDRI administrators and accord of the registry

responsible).

ERDRI.mdr

e“Owner” can add metadata in the registry dedicated namespace in ERDRl.mdr.

|u

eAs many as needed additional “verified” users can be communicated by the “owner” to

ERDRI administrators .Additional users can add/modify metadata in the registry dedicated

namespace in ERDRI.mdr at any time. Modifications history log is kept by ERDRI admin.

ERDRI.spider

eThe “owner” can add his/her own email in the “Allowed Users” field if they plan to use
spider. The “owner” can also add additional “verified” users in the ERDRI.spider dedicated
section (“Allowed” User field) in ERDRI.dor. All, “owner” and additional users inserted in
this field, will be able to use ERDRI.spider. It is the “owner” of the registry who signs the
“Terms of Use” for spider.

Table 1. The different roles “verified users” can have in ERDRI
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To become a verified user and use the pseudonymisation tool visit
https://eu-rd-platform.jrc.ec.europa.eu/verification-form (Figure 6).

“ European | English (@ caaren
Commission

Europasn Comeniccion > EU Balsnos Hub > Eurcpean Platform on Rans Dicsaca Raglciretion >

Become a verified user

Ta be able o use ERDRI nals with all funclions enabled you have o be verified. Please fll the farm with the requesied data and dick on the “Submit” bution.

memizer of ERM?

CAPTCHA,
Antizpam [l Audic veraton Refresh
‘Belect @ number betwesn @ and & by
moving the slider.
You've selecied: 0
European Platform on Rare Disease Contact
Regisfration

Cookies

Figure 6. Contact form for becoming a verified user

4 Contact and technical assistance

For any questions you may have regarding ERDRI.dor, please contact us at:
EU-RD-PLATFORM®@ec.europa.eu or through the support form in each of the tools
https://eu-rd-platform.jrc.ec.europa.eu/erdri/support/ (Figure 7).
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ERDRI Support form

Please describe the problem you are experiencing naming the specific tool and adding all relevar

‘Your name*

‘Your email address®

Subject”

Message®

CAPTCHA

Antispam |'|II Audio version Refresh

Select the number gg or -:,Tpnp.mr. by
maoving the slider.

“fou've sebected: 0

L)

Figure 7. Technical support assistance form
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